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Subsea cables underpin global communications, carrying more than 99 % of all digital data traffic worldwide.
While this >1.6 million km-long network has been designed to be highly resilient, subsea cables can be damaged
by a number of natural hazards that occur across all water depths in the ocean. Here, we explore the diversity of
natural hazards that can damage cables, considering a broad frequency-magnitude spectrum. This paper is the
first global perspective of actual and potential hazards affecting cables. As such, it is an accessible overview of
the regional variability and complexity of hazards. Relatively rare and extreme events, such as super typhoons,
submarine landslides or associated turbidity currents and volcanic eruptions, can synchronously cause wide-
spread damage to multiple systems, in some cases disconnecting entire countries or dramatically slowing data
traffic. We show that damage is rarely linked to an initial event, instead arising from cascades of processes that
can lag by years. Not all instances of cable damage that relate to natural processes are linked to extreme events.
We show that much smaller intensity meteorological and oceanographic processes such as storms and continuous
seafloor currents that have been overlooked by previous studies can also damage subsea cables. New analysis of
past instances of cable damage reveals that a significant proportion of previously unattributed faults may relate
to such low-level but sustained impacts. It is these hazards that are most likely to change in frequency and
magnitude in response to ongoing climate change but are also more predictable. Through mapping of exposure to
these different hazards, we identify geographically-constrained hazard hotspots and identify various mitigation
measures to enhance the evidence base and further strengthen subsea telecommunications network resilience.

1. Introduction

The global network is comprised of more than 1.6 million km of
subsea telecommunications cables that underpin the internet, email,
telephone communications, and trillions of dollars per day in financial
transactions (Carter, 2009; Burnett and Carter, 2017). The term
“network” is informally used here to cover over 400 different subsea
cable systems carry more than 99 % of digital traffic and telecommu-
nications worldwide (Burnett and Carter, 2017). This enabled the
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effective transition to remote working during the COVID-19 pandemic
(Talling et al., 2022a, 2022b). Improved global connectivity via the
cable network can help progress towards several sustainable develop-
ment goals (SDGs) defined in Morton et al. (2017): Reduce Inequality
(SDG 10) & Decent Work and Economic Growth (SDG 8): remote
working can help reduce inequality by allowing inclusive access to
medicine and education, and promote economic growth by providing
flexibility and opportunities to those limited by geography or access
needs. Sustainable Cities and Communities (SDG 11) & Responsible
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Fig. 1. Locations of subsea telecommunications cables and the data traffic capacity carried between different regions. [A] The locations of subsea telecommunications cables
around the world (Telegeography, 2023). [B] The relative connection bandwidth available between different regions and the regional total bandwidth (Gigabytes per second).
Some regions have no connectivity bandwidth to most areas of the globe, while others are robustly connected. Oceania is particularly vulnerable with both few connections and
low total bandwidth. [C & D] Examples of seafloor cable damage.[E] Cumulative frequency plot of cable faults relative to water depth and attributed to different causes.
This plot shows how different causes of cable faults show a different frequency distribution relative to water depth, with fishing and anchoring-related faults
occurring dominantly in very shallow waters, largely limited to the continental shelf and upper continental slope. While abrasion and chafe-related faults are most
prone in shallower waters, such damage can occur in deeper waters. Natural hazards, including earthquakes, landslides and other natural processes, appear to

operate independent of water depth.
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Fig. 1. (continued).

Consumption and Production (SDG 12): work-from-home culture and
online meetings can alleviate urban congestion and the need for (long
distance) travel. Overall reduced carbon emissions through these routes
with contribute to progress on Climate Action (SDG 13), while better
global connectivity supports Partnerships for the Goals (SDG 17)
through improved regional and international cooperation, capacity
building and access to science, technology and innovation.

On a global scale, the subsea cable network (Fig. 1A) is remarkably
resilient. Redundancy from multiple systems, and a diversity of landings
can reduce vulnerability and secure redundancy during potential breaks
(GDIP, 2024). To further reduce risk, routes are carefully planned to
minimise exposure to natural hazards, and because cables may be
armoured or buried in shallow waters or where hazards are known but
cannot be easily avoided (Carter et al., 2014). Thus, key to resilience is
understanding the nature of these hazards and locations where they are
likely to occur. This is particularly challenging for natural hazards that
can cause widespread damage, but for which there are few observed
examples due to their relative infrequency or sparsity of observable
coverage. This has implications for new cable routes in frontier areas
where prior experience does not exist e.g. Wilson (2013). However, as
the cumulative length of subsea cables continues to increase worldwide,
accompanied by a growing need to better connect remote and vulner-
able communities, the exposure to natural hazards will increase. While
the global network is resilient, the resilience of the network varies be-
tween and within regions, owing to geographical / geological variations
in hazard intensity, exposure and the diversity in routes and landing
stations available (Fig. 1B). While Europe and North America have
abundant inter-connections, some countries in less populated regions
such as Oceania are reliant on relatively few, or even a single-point cable
connection, making them more vulnerable to the impact of natural
hazards.

Analyses of global databases reveal that the most commonly recor-
ded damage (hereafter referred to as ‘cable faults’) relate to accidental
human activities (Fig. 1E). These incidents are primarily caused by an-
chor drops and interaction with bottom fishing equipment, and occur in
shallow water (< 200 m); e.g. Kordahi and Shapiro, 2004, Kordahi et al.,
2007, 2016). Fig. 1E shows increased likelihood of abrasion and chafe-
related faults in shallower waters, while earthquakes, landslides and
other natural processes, appear to operate independent of water depth.
While only 25 % of all faults are directly attributed to environmental
(hereafter natural) hazards (Carter, 2009; Clare et al., 2023), such
events can be particularly significant as they can synchronously damage
long lengths of multiple cable systems across large areas (Lasley et al.
(2007), Gigacom (2012), in some cases isolating entire regions (Carter
etal., 2014, Cattaneo et al., 2012 Gavey et al., 2017; Ericson et al., 1952;

Hsu et al., 2008). While infrequent, the impacts of natural hazards on
subsea cables have been acutely demonstrated several times in recent
decades. Following the explosive submarine eruption of Hunga Volcano
in 2022, the only international cable that connected the Kingdom of
Tonga to the rest of the world was damaged, cutting off international
connectivity and hampering aid efforts at the critical moment for
response (Clare et al., 2023; Seabrook et al., 2023). In 2020, a large flood
of the Congo River triggered a powerful seafloor sediment-laden flow (a
‘turbidity current’) that ran out for >1100 km into the deep sea at speeds
of 5-8 m/s, damaging multiple seafloor cables and crippling internet
connections from west to south Africa during the earliest stages of the
COVID-19 pandemic lockdown (Talling et al., 2022a, 2022b). In 2006, a
total of 21 cable faults occurred offshore Taiwan as a result of under-
water landslides triggered by the Pingtung earthquake, and an associ-
ated longer runout turbidity current travelling at 5-16 m/s. These cable
breaks took 11 cable ships (almost half of the world’s entire fleet) seven
weeks to complete the repairs, costing hundreds of millions of US dollars
(Carter et al., 2014). Natural hazards that cause high-profile, damaging,
extreme events have generally been the focus of research and case
studies. However, there is growing evidence that lower magnitude, but
more sustained, long-term impacts can also be damaging (Kordahi et al.,
2019; Clare et al., 2023). To date, no study has taken a holistic approach
to consider the full gamut of natural hazards, which range from extreme
one-off events to progressive impact from sustained low-intensity
stressors.

Natural hazards occur over the entire range of ocean depths, from the
coast to the deepest hadal trenches, and include both geological (e.g.
volcanic or seismic in origin) and hydrological (e.g. weather or ocean-
ographic in origin) hazards. While there is range of different natural
hazards and a range of frequencies and magnitudes to consider for each,
these are also likely not consistent through time and subject to change.
Natural hazard impacts can be complex, compounded, and cascading in
nature, and few studies have examined these more complicated sce-
narios. Our new work will set-out the characteristics of these “3 Cs™:
complex, compounded, and cascading, and their implications to the
hazard exposure of the cable network. Complex, where several physical
processes are involved: Compound, as multiple stressors are acting
together; and Cascading, due to chain reactions in the natural environ-
ment. For example, the 2018 eruption of Anak Krakatau volcano
(Indonesia) that resulted in the collapse of part of its submarine flank
and triggering of a damaging and fatal tsunami, coincided with an un-
related, major storm, which inhibited effective emergency response and
recovery from the tsunami (Ye et al., 2020). In the case of the 20,223
eruption of Hunga Volcano (Kingdom of Tonga), the explosive eruption
generated a tsunami that inundated coastal communities in Tonga, as
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well as triggering the seafloor density currents that severed critical
subsea telecommunications cables at a critical time (Clare et al., 2023).
A better understanding is needed of the frequency, intensity, and loca-
tion of hazards, as well as how multiple factors may combine and
interact resulting in more serious later outcomes for subsea telecom-
munication cables. In this study we look at the whole range of natural
hazards over a spectrum of characteristics (frequency, exposure dura-
tion, and impact). These hazard characteristics can be transient due to
changing controlling factors. Of these, anthropogenically-influenced
climate change is the compounding factor which is subject to the
greatest magnitude of change and associated uncertainty. For example,
the frequency and severity of meteorologically driven natural hazards
has changed, and will continue to change, as a result of
anthropogenically-influenced climate change (e.g. Gallina et al., 2016).
A recent global review summarised the diverse range of
meteorologically-driven natural hazards influenced by climate change
whose impacts may threaten subsea cables (Clare et al., 2022);
including, but not limited to: 1) increased frequency and severity of
storms, which can damage cables directly through wave action onshore
and where the wave base approaches the seafloor in shallow water
(<200 m); 2) increased frequency and height of storm surges, which can
damage cable landing stations and/or cause flooding and mobilise
seabed sediments; 3) increased likelihood of and severity of river
flooding, which in turn transports sediment from coast to ocean; 4)
coastal erosion which can damage landing stations and cause submarine
mass movement events (landslides); 5) ice-related hazards, such as
seafloor scouring by iceberg keels, in high latitude regions.

In this work we analyse an industry database of 5817 cable faults
recorded between 1965 and 2019. We identify those cable faults
attributed to natural processes, and make use of publicly available
datasets to constrain the conditions or combination of factors that
resulted in the cable fault. To illustrate the diversity of hazard scenarios,
we first present several specific case studies, and then demarcate regions
that are most likely to experience hazardous events or conditions. In
many entries throughout the database, a specific trigger could not be
readily attributed to a cable fault, and such cases were marked “Un-
known”. We aim to make use of additional data to provide new insights
into some of their origins. This study aims to identify and attribute past
cable faults caused by natural hazards, through forensic examination of
instances of past cable damage, and contextualise these incidents within
a database of natural hazards to better determine the geographical/
geological variations in exposure of the subsea cable network to such
threats, and hence the broader implications for resilience. This work
differs from and complements previous studies of cable faults that were
either local case studies (e.g. Talling et al., 2022a, 2022b; Clare et al.,
2023), focused on individual hazard types (e.g. earthquakes or tropical
storms; Pope et al., 2017a, 2017b), or future effects of meteorological,
climate-driven hazards (Clare et al., 2023). This present study synthe-
sises prior and new case studies, complementing and extending those
other global studies, and providing information of relevance to in-
dustries that strive to design resilient seafloor infrastructure and stake-
holders responsible for critical national infrastructure. The instances of
cable damage presented herein provide unique insights into diverse
seafloor processes, and their connections to atmospheric, terrestrial and
other processes, that could otherwise go unknown due to the paucity of
monitoring in the deep ocean.

2. Cable faults database, analysis and complementary datasets

To understand how different natural hazards can damage subsea
telecommunications cables, we analyse a unique 40-year industry
database provided by Global Marine Limited that documents past in-
stances of cable faults on the global network. This database attributes
cable faults to broad categories. In order to focus on natural hazards, we
eliminate those cable breaks that were attributed directly to human
activities including fishing, dredging, anchor drops, technical faults, and
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seabed mining. This leaves 1473 faults (25 %) in the database that could
be attributable to natural hazards. The seven categories included in the
industry database are: “Cable”; “Landslides”; “Chafe”; “Other Nature”;
“Seismic”; “Suspension”; “Unknown”. These categories were assigned by
the repair company recovering the cable and therefore typically
dependent on physical evidence, for example fishing equipment caught
around the cable, or clear evidence for a natural event, for example local
detectable seismicity. This evidence is harder to find for some categories
and is necessarily inferred on the basis of the best information available.
For example, evidence of a subsea landslide in an area that is not
monitored may be inferred either by the pattern of cable damage (e.g.
sequential faults progressively into deep water), from bathymetry data if
it is available (not usually the case) or from other possible causes like
seismicity) (e.g. Heezen and Johnson, 1969; Piper et al., 1999; Hsu et al.,
2008; Carter et al., 2014). As a result, some of the faults attributed to
certain natural processes may be miscategorised. Some further infor-
mation on the seabed conditions is provided for many faults, which can
aid with recategorization if required. It is important to note that the
database only includes data for cable faults that caused a halt in data
transmission and/or major repair, but may not include information on
more minor repairs or maintenance in instances where that occurred.
The database includes information on the time and date of the fault, the
location, water depth, cable type, seabed type (where known), and other
relevant metadata.

The slightly arbitrary nature of classification classes means there is
potentially some overlap between different classifications. For example,
a cable fault attributed to a seismic event may actually be caused by a
landslide or turbidity current that was triggered by the seismic event.
There is also a lot of diversity hidden within the “Other Nature” cate-
gory, particularly associated with faults relating to wave and current
activity (for example cable faults labelled “Storm Damage”, “struck by
heavy object from tropical storms”, and “Cyclonic activity”). Section 3
focussed on case study events that were clearly attributable to three
different categories of natural hazards. These case studies were then
used to define parameters that indicate a risk to subsea cables and these
were mapped globally.

Our analysis of cable faults also included cross-reference to a number
of other global datasets, including:

i) Bathymetry: Global bathymetric data were downloaded from the
General Bathymetric Chart of the Oceans (GEBCO) at 1/12th
degree resolution. Localised higher resolution datasets were
downloaded for comparison as required from the Generic Multi-
resolution Topography Map Tool (GMRT.com) and from Geo-
MapApp. Bathymetry products (slope and terrain ruggedness
index (TRI) defined by Riley et al. (1999)) were generated from
both higher and lower resolution grids but the lower grid reso-
lution values were used for global comparison because they are
available across all the oceans, making global vulnerability
comparisons possible. While the values for slope and TRI were
lower for the lower resolution datasets, representing a smoothing
of features by the gridding algorithm, in almost all cases where
they were compared, regions with higher slopes and TRI in the
higher resolution bathymetric datasets correlated with higher but
less pronounced values in the 1/12th degree resolution data.
Different wavelengths of roughness are relevant for subsea ca-
bles, large wavelengths of tens to hundreds of metres increase the
likelihood of cable suspension, increasing its vulnerability to
other phenomena and abrasion of the cable where it re-joins the
seafloor, while smaller wavelengths, of millimetres to meters
increase the chances of abrasion on the cable in rocky regions.
While only the larger wavelengths are captured in the GEBCO
data, they are often associated with finer scale roughness as a
result of the exposure of rocky seafloor through faulting or in
regions of rough volcanic terrain.
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ii) Storm track information: This data comes from International Best
Track Archive for Climate Stewardship (IBTrACS). Developed
collaboratively with all the World Meteorological Organization,
IBTrACS is the most complete global collection of tropical cy-
clones available. It merges recent and historical tropical cyclone
data from multiple agencies to create a unified, publicly avail-
able, best-track dataset that improves inter-agency comparisons
(Knapp et al., 2010).

iii) Wave frequency and magnitude: The wave data used in this
report is taken from models run at the UK National Oceanography
Centre. The WaveWatch III™ spectral wave model, version 3.14
(Tolman, 2009) was used to simulate historic wave conditions.
The global model has an approximate horizontal resolution of 80
km by 40 km; Atmospheric forcing (surface winds) was taken
from the ERA Interim reanalysis. The model was run continuously
from January 1979 — December 2015. Hourly significant wave
height (Hs) is used for our analysis. The full configuration and
methodology is available from Bricheno and Wolf (2018). Using
the observed latitude and longitude of the cable fault, we search
for corresponding closest point in the global models of surface
wave conditions. The Hs on the day of the cable break event is
considered, and the maximum value taken. To put these values in
context, the multi-decadal data are used to calculate a 90th
percentile wave height to represent the extreme events.

iv) Ocean Currents: Currents are taken from the GLORYS12V1

product is the CMEMS global ocean eddy-resolving (1/12° hori-

zontal resolution, 50 vertical levels) reanalysis covering the
altimetry (1993 onward). It is based largely on the current real-
time global forecasting CMEMS system. The model component
is the NEMO platform driven at surface by ERA data. More in-

formation and data download can be found at doi: 10.48670/

moi-00021. Daily mean currents are extracted for the lowest

active model grid box of the 50 standard levels.

Seismicity: Earthquake magnitude data were extracted from the

United States Geological Survey earthquake catalogue

(https://earthquake.usgs.gov/earthquakes) for all recorded

events with a magnitude >5 to between 2013 and 2023, which

provides a globally representative view of the geographic varia-
tion in seismic intensity. Data were projected and displayed in

QGIS (QGIS Development Team, 2020) for comparison with cable

and cable fault locations.

vi) Volcanic Eruptions: Only a few breaks in the database are
attributable to volcanic activity, and for these we referred spe-
cifically to published literature for that eruption. The global
distribution of known volcanoes (both active and inactive) was
downloaded from the Smithsonian Global Volcanism Program
(Venzke, 2013 https://volcano.si.edu/). Data were projected and
displayed in QGIS (QGIS Development Team, 2020).

vii) River sediment flux: data for total river discharge and sediment
flux to the coastal ocean were taken from Milliman and Farns-
worth (2013). Data were projected and displayed in QGIS (QGIS
Development Team, 2020).

viii) Canyons: were defined as steep-walled, sinuous valleys with V-
shaped cross sections. Data extracted from the morpholology
database (Harris and Whiteway (2011)) which characterises
geomorphic features and the zones within the ocean where they
occur.

ix) Cable location: The locations of cables were defined using the
proprietary database provided by Global Marine Limited. This
database has also been used to assess hazards in specific areas
(Pope et al., 2017a, 2017b) and to investigate climate change-
related impacts on subsea telecommunications (Clare et al.,
2022). As the database is proprietary it is not shared here. Illus-
trative locations are shown from the open-access Telegeography
dataset (Telegeography, 2023 https://www.submarinecablemap.
com/ready-for-service/2023).

—

v
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3. Results
3.1. Global view and classification

The faults identified from the cable fault database fall into two main
categories, those caused by a sudden catastrophic event, and those
caused by longer term interaction with hostile conditions in the natural
environment. The catastrophic events are responsible for 13 % of the
faults that could be attributable to natural hazards. This is broken down
into 2 % landslides, 11 % seismic. While faults are likely caused by
continuous exposure to a harsh marine environment make up 14 %
(chafe =11 % and suspension 3 %). Faults classified as ‘cable (7 %)’ may
have experienced damage through either route, and are not further
defined. The remaining categories are ‘other nature = 3%’, leaving the
final 62 % categorised as “unknown”. These processes are dealt with
separately in the following sections, however, they may interact in re-
ality to increase regional vulnerability.

3.1.1. Short period catastrophic hazards

Earthquakes, volcanic eruptions, interaction with ice, and submarine
landslides or turbidity currents are all examples of actual and potentially
catastrophic hazards that can impact subsea cables. There are 211 cable
faults attributed to ice, landslides and seismic causes (which include
three volcanic activity related faults), alongside a further volcanic ac-
tivity fault in an “Other Nature” category. It is important to emphasise
that the fault classifications are designated in the database at the time of
recovery and maintenance. With little time for analysis there is potential
confusion and misclassification at this stage. We recommend that more
detailed information together with photographs are collected in future,
to further classify faults and improve attribution (particularly in terms of
natural hazards).These cable faults represent 15 % of all the natural/
unknown incidents, or 43 % of the faults with a definite natural cause
(excluding the unknown category).

Earthquakes can physically displace the seafloor hundreds of kilo-
metres away from the epicentre, as a fault or slope instability which may
in turn generate tsunamis capable of transiting ocean basins(Pope et al.,
2017a, 2017b). Submarine landslides can be triggered from slope in-
stabilities caused by earthquakes, but also by many other processes; for
example, in areas of rapid sediment accumulation (Pope et al., 2017a,
2017b; Bailey et al., 2021). Rapid sediment accumulation can occur on
the steep flanks of fjords, offshore from river mouths, in submarine
canyons, on the flanks of volcanic ocean islands, and other sites (e.g.
Hampton et al., 1996). These mix with the ambient seawater to create
fast-moving turbidity currents (which may also form from plunging
sediment-laden river flood water; Carter et al., 2014). In high latitudes,
iceberg calving and its interaction with the seabed may also directly
damage subsea cables or even generate localised slope failures that have
wider reaching impacts (e.g. Normandeau et al., 2021). While rarer than
the other hazards mentioned, volcanic eruptions both above and below
water can generate a variety of hazards, including extreme tempera-
tures, explosions, lava flows, physical displacement of the seafloor and
pyroclastic density currents. Eruptive processes can generate associated
cascading hazardous processes, such as triggering landslides, generating
lahars or causing tsunamis (e.g. Tanguy, 1994).

There is no specific category in the database for storm related faults
although they are mentioned in both “suspension” and “other nature”
categories. As for geological hazards, storm activity can both directly
and indirectly damage seafloor cables through deepening and intensi-
fying wave activity on the seafloor, by increasing river discharge, by
introducing terrigenous material into the marine environment from
flooding, and/or damage to fishing equipment that may entangle cables
making them more prone to failure (e.g. Carter et al., 2012.There are
also two separate “repeater” faults attributed to lightning in the data-
base, and there may be others that are unrecorded.

The complexity of the interactions and connections between these
causal factors, and other natural processes, means that establishing the
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primary cause of a cable fault can be challenging. This is exacerbated by
potential lag times between these connected events. For example,
studies offshore from rivers have shown there can be lag times of hours
to many months between maximum river discharge and the initiation of
slope failures or turbidity currents. This delay is because slope instability
was preconditioned by high sediment discharge from the river loading
slopes, but the landslide’s final trigger may by a smaller environmental
perturbation such as extreme water level changes at spring tides or low
level seismicity (e.g. Clare et al., 2016; Gavey et al., 2017; Pope et al.,
2017a, 2017b; Talling et al., 2022a, 2022b).

3.1.2. Longer period environmental impacts on cables

Suspension and chafe-related faults are primarily caused by hydro-
dynamic loads acting on the cable in adverse seafloor conditions. The
ideal approach is to avoid laying cables in suspension at all, but some-
times this is unavoidable, for example during installation in areas of
variable bathymetry, especially in deep water where slack control is
difficult. . Suspension and chafe cable faults account for 14 % of all the
potentially natural hazard-related faults identified in our database, and
almost half (46 %) of those faults when the unknown category is
removed. Suspension means part of a cable is not in contact with the
seafloor. This can occur where (i) cables are moved, (ii) underlying
sediments are eroded or (iii)the seabed has rough, rocky topography.
Once suspended, the cable then can abrade rapidly at the contact points
at each end of the suspension as the unsupported section moves in the
currents. Additionally, the suspended cable is much more vulnerable to
other hazards such as fishing activity. Chafe faults result from physical
abrasion of the cable, which physically weakens it and allows the ingress
of seawater eventually causing an electrical fault short and/or breakage
of the glass fibres.

Suspension and chafe can be caused by the action of currents on the
cable and/or surrounding seafloor. Benthic currents can generate sedi-
ment movement such as sand waves, and significantly erode the sea-
floor, exhuming previously-buried cables, while high sediment loads
combined with high current speeds can potentially drag and abrade
unburied cables at seafloor. Sustained wave action in shallow water
areas, especially those with rocky substrates, can increase abrasion.
Such rough and irregular terrains create a more hostile environment in
which long term movement of the cable over these rocks can enhance
wear and tear. Tidal currents are a particular threat in these environ-
ments, because their combination of strength, regularity over a month
but variability on an hourly-timescale tends to move a cable back and
forth over the same area, creating a “sawing” effect.

Such rough topography is also the areas where suspensions are more
common and a cable may be supported by topographic highs. If benthic
currents are sufficiently strong and frequent, the suspension will move
with the flow causing the cable to fatigue at its suspension points. Thus,
when considering natural hazards to cables, ocean currents, waves and
seabed type should also be taken into account.

However, not all suspension or chafe faults are necessarily caused by
long-term processes. For example, a submarine landslide may also lead
to cable suspension, or short-term extreme wave action during a storm
could cause enough abrasion on a cable to cause a fault (e.g. Carter,
2009; Carter et al., 2014; Talling et al., 2022a, 2022b). Repeated storm
action over a period of time may also progressively increase the likeli-
hood of a fault. Thus, both chafe and suspension faults may also be the
result of catastrophic events, and again the complexity of these in-
teractions can mane it is difficult to attribute to a single cause. Ice can
also pose a long-term cascading hazard, such as frazil ice accumulating
on surface laid cable and lifting it into suspension in the water column or
moving it over adjacent rocks, making it more vulnerable to abrasion or
other risks (Clare et al., 2022).

3.2. Illustrative examples of cable damage from major natural hazards

We now present three recent examples of cable faults that are
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directly attributable to major natural events, to illustrate the diverse and
cascading hazards that can damage subsea cables. i) The 2022 eruption
of Hunga Volcano — a short-period catastrophic hazard offshore from the
Kingdom of Tonga; ii) the cascading multi-hazards experienced in the
Congo Canyon, offshore West Africa in 2020; and iii) major storm-driven
marine events during tropical storms. These cases are selected as rep-
resenting distinct geological (Hunga volcano), hydrological (Congo
Canyon), meteorological, and oceanographic (tropical storms) aspects.
The ordering of the case studies moves from high-impact, low likelihood
events, down to more common, but less consequential natural hazards.

3.2.1. Extensive subsea cable damage resulting from the Hunga Volcano
eruption in 2022

Hunga Volcano (previously known for the Hunga Tonga-Hunga
Ha’apai caldera rim vents) is an almost entirely submerged caldera
volcano around 60 km northwest of Tongatapu in the Kingdom of Tonga
(Fig. 2). The volcano has been regularly active over the past few de-
cades, with eruptions in 1998, 2009, 2014-2015 and, most recently, in
2021-2022. While most of its eruptions have been relatively low on the
volcanic explosivity index (VEI); a measure on log scale between 0 and 8
of the explosivity and volume of a volcanic eruption), the 2021-2022
activity culminated in an eruption exceeding VEI 5 (representing an
ejecta volume of>1 km3), which generated tsunami waves with run ups
over 15 m (Lynett et al. (2022), Pakoksung et al. (2022)), released an
eruption plume over 57 km high, that reached into the mesosphere
(Proud et al. (2022)) and catastrophically damaged the two subsea
telecommunications cables that serve the islands of Tonga (Clare et al.,
2023).

The 2021-2022 eruption sequence began on the 20th December,
with the first weeks primarily characterised by low explosivity, small
Surtseyan eruptions, which produced steam-rich gas and ash plumes
with heights of up to 20 km. However, on the 15th January 2022, at
17:13 (local time) a M,, 4.1 earthquake was detected near the volcano,
followed by major explosions (M,, 5.6 to 5.8) at 17:15 and 17:20. A well-
developed umbrella cloud was present by 17:17 and column collapse
(material thrown upwards into the eruption plume that lost buoyancy
and fell vertically into the ocean) began at around 17:20. Data trans-
mission stopped on the domestic seafloor telecommunications cable at
17:30, and on the international cable at 18:44 (Fig. 2D). Subsequently
during cable repair, it was found that 105 km of the domestic cable, and
89 km of the international cable, had either been damaged or buried
beneath volcanic material to such a depth it could not be recovered.

Seafloor surveys in the months following the eruption demonstrated
that column collapse had generated vast underwater flows, which
reached distances of more than 100 km from the vent and travelled at
speed up to 122 km/h, the fastest underwater currents that have ever
been measured (Clare et al., 2023; Seabrook et al., 2023). These flows
accelerated down gullies on the submerged flanks of the volcano, in
places eroding depths of up to 100 m, and then deposited lobes of vol-
caniclastic sediment on slopes below 10 degrees. The cables were
buried, in places, by more than 20 m of volcanic sediments, rendering
them unrecoverable and complicating repair efforts, which required the
manufacture of large lengths (>100 km) of cable; well beyond what
would usually be required for a repair. The remoteness of the region
added complications in the time for the repair vessel to get to site and for
shipping of the new cable. Repairs on the international cable were
completed, as a result of collaboration between multiple companies,
within 5 weeks of the damage, while it took almost 18 months for the
domestic cable to be repaired. This underlines the need for backup
communications, such as low-level satellite communications; however,
satellites carry <1 % of the bandwith capacity of cables and, in the case
of Hunga volcano, could not be used until five days after the eruption
due to the obstruction created by the volcanic plume.
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3.2.2. Repeated and multiple cable breaks resulting from major flood-
primed turbidity currents in the Congo Submarine Canyon

The Canyon lies offshore West Africa, where its head extends about
30 km inside the estuary of the Congo River, directly connecting one of
the world’s major rivers with a submarine canyon that extends around
1200 km along its sinuous course into the deep sea. At ~2000 m water
depth the canyon transitions to a less incised channel that continues
downslope to the depositional lobe at ~5000 m water depth. (Talling
et al., 2022a, 2022b; Fig. 3). Due to the vast length of the submarine
Congo Canyon, several subsea cables have been routed across the
canyon, rather than around it. Between 1883 and 1937, telegraphic
cables were laid across the upper reaches of the canyon in water depths
shallower than 2 km (Heezen et al., 1964). These cable routes experi-
enced frequent faults, which recurred preferentially during periods
when the discharge from the Congo River was elevated, interpreted to
relate to powerful turbidity currents (Heezen et al., 1964). In more
recent years, modern fibre optic cables were laid across the canyon in
deeper water, including the SAT-3 system (South Atlantic 3, laid in

2001) at a water depth of around 3570 m, and two branches of the
WACS cable (West Africa Cable System .laid in 2012), crossing at around
2000 m and 4000 m water depth. These cables, which had previously
been undamaged for 18 years, were damaged by unusually powerful and
long runout (>1100 km) turbidity currents in January and March 2020.
The latter of these events occurred during the first COVID-19 lockdown
when data and telecommunications traffic were particularly important
(Talling et al., 2022a, 2022b). Here, cable repairs took around 15 to 20
days due to the need to mobilise a vessel and undertake complex repairs
in such deep water. Unlike the Hunga Volcano-related cable damage, it
was possible to reroute data traffic via a redundant link on another cable
system, demonstrating the value of diverse cable route options. The
damaging turbidity currents occurred after a large flood of the Congo
River, which resulted in a peak discharge of more than 70,000 m®/s at
the end of December 2019, representing the largest Congo flood for
almost sixty years (Talling et al., 2022a, 2022b). However, the turbidity
currents that caused the cable damage (and whose arrival was detected
by deep-sea sensors) occurred 2 weeks and 10 weeks respectively after
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the peak in the flood discharge. It is thought that the large volumes of
sediment that were delivered to the river mouth during the flood
accumulated at the head of the canyon and were then remobilised, and
flushed seaward during the major spring tides (Talling et al., 2022a,
2022b). A more recent, but similarly powerful turbidity current that
broke one or more cables occurred in April 2021, January 2022 and
August 2023. However, by August 2023 a new (Equiano) cable system
had been routed into deeper water, away from the Congo Canyon, which
survived, enabling rerouting of data traffic within just two hours, to
minimise further disruption (WIOCC, 2023).

3.2.3. Cable damage due to meteorological and oceanographic hazards
Storm waves generated by winds at the ocean surface might seem far
removed from impacts on seabed infrastructure. However, energetic
waves, particularly those with long periods, can penetrate deeply,
generating large shear stresses on the seabed sometimes in water depths
of 100 s of m (Huthnance et al., 2002; Madsen et al., 1993). A single
storm can pass over the course of a few hours (high-latitude storms) or
last for days for lower-latitude storms including hurricanes and ty-
phoons (Carr III and Elsberry, 1995). The impacts of storm waves can
also be linked to the state of tide, as this can modulate water depth,
exposing or protecting the seabed. Therefore, it is important to consider
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the timing of a storm in the context of tidal water levels, and the com-
bined stresses of wave and tidal currents on the seabed. Large storms
passing over areas of shallow water can generate large wave and current
stresses at the seabed. Proximity to shore /shelf gives access land derived
material which can be mobilised by high wind/wave events.

Faults in subsea cables caused by oceanographic and meteorological
hazards are often overlooked or misattributed as being geological in
their origin. In order to identify historic cable breaks that may be
attributable to marine hazards, we interrogated the global cable fault
database in conjunction with modelled wave data. For every cable fault,
a time series of significant wave height (Hs) and mean period was
extracted from the wave data outlined in section 2. To find potential
candidates for storm conditions, we select events where Hs exceeded the
99th percentile wave height previously experienced at this site
(throughout a 37 year hindcast). A total of 98 faults appear to be strong
candidates for cables being damaged during unusually high storm
waves. Within the database we analysed, 17 % of those classified as
‘cable’ and 9 % of ‘unknown’ faults meet the criteria outlined above..
Likely candidates are not just those classified ‘unknown’ but have been
labelled as cable, chafe, and suspension. This raises the awareness that
other marine natural hazards may pose a greater threat to the cable
network than those previously dominantly attributed to geological
processes.

3.2.3.1. Cable damage during tropical storms. Several individual storm
events were investigated, based on high wave-conditions experienced
co-incident with observed cable faults. On 5th September 2006, a cable
fault occurred off the coast of Japan in 45 m water depth after the
category 5 super typhoon Ioke passed. At the fault site during this event,
the modelled significant wave height reached 4.5 m, with long-period
swell waves up to 16.8 s in period, which equates to a bottom orbital
velocity of 0.825 m/s (which is fast enough to mobilise very coarse sand
or pebbles). However, a detailed repair report revealed that, though the
timing is suspicious, it seems that the fault was due to a high voltage
blowout within a joint, not an external cause. Therefore, it is deemed
unlikely that the fault was caused by the storm (unless by lightning
strike which is not unprecedented).

On 3rd July 2001 a cable fault occurred on the Asia Pacific Cable
Network 2 (APCN-2) off the coast of Taiwan in 1518 m water depth. At
this site the cable is surface-laid on a muddy seafloor. The cable fault
occurred during the passage of typhoon Utor, which at peak storm in-
tensity was classed as a category 1-equivalent typhoon. We analysed the
wave data for storm Utor in the same way as storm Ioke. At the peak of
the storm, wave heights of 8 m occurred, coincident with long period
swell waves with periods in excess of 12 s. However, the deep water at
this site kept bottom orbital velocities experienced at the seafloor below
0.4 m/s throughout the storm. Though not a very strong storm, it
brought heavy rain and associated landslides. It was thus possible that
this fault was caused by cyclone-triggered sediment density flow.
However, the industry installation report explained that the fault was
thought to have been caused by external aggression as the cable had
been twisted with damage to the armour wires, and appears result of an
item catching the cable and causing tension rather than abrasion, and
the precise cause is therefore equivocal.

On 15th February 2006, a broad low-pressure system moved from
the east of Madagascar towards Réunion Island. The storm was relatively
weak, classified as a Tropical Cyclone. The maximum windspeed
reached was 50 knots and a low pressure of 991 mb was recorded on
February 19th at 6 pm. Wave conditions coincident with the cable break
were relatively calm (below 2 m significant wave height). However, this
storm generated very heavy precipitation. Réunion Island experienced
extreme, 1-in-50-year rainfall rates, with a station in the capital Saint-
Denis recorded 376 mm within a 3-h window. On the 19th February a
cable fault was experienced on SAFE seg 6 (South Africa Far East), less
than 6 km off the coast of Réunion Island. The fault occurred on a section
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of surface-laid, semi-armoured cable in a water depth of 1214 m, which
was classified in the database as a Suspension fault. The seafloor was
described as rugged, with steep topography and sandy substrate. This
location had previously experience faults in both 2001 and 2002 In this
latest instance, the cable was abraded allowing seawater to intrude
causing a “shunt fault”. The repair report for SAFE Seg 6 noted that the
seabed was very mobile with many sand waves, and the cable was found
suspended between two sand waves when recovered. An extended sec-
tion (27 km) of cable was noted to be damaged, and entangled by debris
and fresh green-coloured vegetation. In some sections there appears to
have been a rockfall onto the cable as well. This was specifically noted to
have been attributable to recent tropical storms and heavy rainfall.

These examples of genuine storm damage, and two “false positive”
examples demonstrate how difficult attribution can be for meteorolog-
ical and oceanographic damage to cables. Pope et al. (2017) aimed to
identify cable break events related to tropical cyclone activity, finding
35 possible candidates between 1989 and 2015. Utor was included in
this analysis, with the cable break coincident with the storm passing
offshore Taiwan. The two false positives were previously classified as
‘Unknown’ in the cable fault database, and the event at Réunion was
recorded as Suspension. It is only by combining the natural hazards
exposure, and detailed repair reports that we can present a full picture of
fault attribution.

3.3. Global overview and exposure of subsea cables to marine natural
hazards

The cable industry is familiar with abrasion faults, but the mecha-
nisms that caused them are not often further explored. Suspension and
chafe cable faults account for 14 % of all the potentially natural hazard-
related faults identified in our database. To connect these faults with
ocean current speeds, it is useful to breakdown the faults observed by
water depth. In water depths shallower than 200 m there are 82 faults
(47 %), for intermediate depths (200 m-2 km) 36 faults (21 %) are
recorded, and 55 faults (32 %) at locations deeper than 2 km. Similarly,
we can assess those faults caused by suspension, in this case the distri-
bution is more balanced. There have been 19 in depths shallower than
200 m, 13 in intermediate depths, and 20 in >2 km water. Wave
exposure during regular storms can be well quantified, and large storms
predicted in the near-term with good accuracy, allowing regions where
cables may be impacted to be delineated. By combining these different
parameters, we can begin to identify regions of the oceans that are likely
to be less hospitable to subsea cables. These results highlight the
abundance and extent of marine generated natural hazards from cur-
rents and waves.

3.3.1. Combining seafloor currents and seabed morphology to assess
exposure to abrasion

On average, the abyssal currents experienced by cables are typically
very slow, of the order of a few millimetres per second Zenk (2008).
However, shallow water areas (particularly in tide-dominated regions)
can experience fast seabed flows in excess of 1 m/s. Tidal flows can also
combine with large non-tidal residuals, formed for example by
meandering ocean eddies. Low-level fatigue through exposure to ocean
currents is the cause of relatively few cable faults, however the exposure
is much more predictable. Very few studies have been conducted on
subsea cable failures caused by sustained wear-and-tear. Yet, Dinmo-
hammadi et al. (2019) find corrosion and abrasion to be responsible for
over 40 % of failures in subsea power cables. Mapping this hazard is
therefore a valuable step forward for avoiding abrasion risk, especially
for new transoceanic routes for telecommunications in frontier areas.

In certain circumstances, seafloor currents can lead to cable sus-
pension, strumming of the cable, and its movement across a rough or
hard seabed on rough or hard seafloor, particularly where the currents
direction is orthogonal or oblique to the cable axis that can lead to
abrasion and fatigue, particularly when sustained for protracted periods
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of time. In the case of armoured cables in shallow water depths (< 1000
m), it is initially the outer polypropylene yarns that are severed, which
starts to unravel in the current. This unravelling then exposes the ar-
mour wires to the seabed current, which can wash away the protective
galvanised coating. Seawater can then corrode the unprotected armour
wires that hydrolyse and dissolve, exposing the lightweight cable at its
core. This inner lightweight cable (which is also equivalent to the
unarmoured cables deployed in >1000 m water depth) is sheathed in
polyethylene insulation, which can be further abraded, such that
seawater infiltrates the metallic core, causing a short circuit (known as a
shunt fault). While it is possible for extremely vigorous and sediment-
laden currents (such as those in the Congo canyon and offshore
Tonga) to cause such damage almost instantaneously, this mode of
failure can also develop over prolonged periods of time due to the sus-
tained or repeated action of seabed currents (Dinmohammadi et al.,
2019). Fig. 4 demonstrates typical cable damage from chafe experienced
in areas of high current. In panel [B] the outer wire layer has been
abraded away and the inner wires show the distinctive flattening like
they’ve been.

severely abraded. Note that in this case, this wasn’t the fault loca-
tion, and is for illustration purposes only.

Chafe and abrasion are caused by a combination of forcing from flow
moving across rough seabed. Therefore, to understand this exposure, we
must combine maps of seabed roughness and current speed. The reso-
lution of modelled deep-ocean current is relatively low, but it is possible
to map currents on a broad scale across regions that are likely to expe-
rience the most energetic currents at seafloor. Since the launch of
Seabed2030 https://seabed2030.0rg/

(Mayer et al., 2018), almost 25 % of the world oceans’ seafloor has
been sampled for depth. The best resolution data available come from
either Smith and Sandwell (1997) who base their 1-12 km dataset on
satellite altimetry and ship depth soundings, or the GEBCO_2023 Grid
with a resolution of 15 arc-seconds (100 s m). Using global maps, larger
regions of rough topography can also be mapped and compared to cable
routes and currents to identify potential hotspots of rough seabed
exposed to high current speed. To identify areas where cables are more
exposed to abrasion, we combine information on seabed roughness with
the square of the seabed current speed to provide a value for seabed
stress, following the classic drag equation formulated by Rayleigh
(1880). Source data for the currents are described in Section 2. We map
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regions where there is co-location of strong current stresses and irregular
seabed relief that may be most prone to abrasion (Fig. 5). This mapping
highlights areas of exposure that include: those i) around mid-ocean
ridges; ii) affected by deep western boundary currents; iii) potential
abrasion hot-spots in the Caribbean, arising from the complex seafloor
relief created by volcanic island arcs; iv) where the trans-Atlantic cables
cross the Gulf Stream; v) where trans-Pacific cables cross the Kuroshio
Current; vi) stretches of the Red Sea / Persian Gulf where many cables
are exposed to deep ocean currents (Telegeography, 2023).

We can then interrogate this exposure map to contextualise the faults
recorded in the database. To do this, the seabed stress is extracted at
each location corresponding to an incident of chafe or suspension. This
population is then compared with the ‘background’ distribution of the
whole ocean dataset. Table 1 shows the background distribution of
abrasion risk across the whole global ocean (background population)
compared to the site-specific stress experienced at location of chafe and
suspension faults. Consistently higher abrasion exposure is observed in
the chafe and suspension populations compared to the background
population, supporting the interpretation that energetic currents and
rough topography are significant risk factors at these faults.

High-speed current events which far exceed the background known
as “benthic storms” (Aller, 1989) may be a potential cause for some
groups of abrasion faults observed at deep oceanic sites. Benthic storms
are created primarily by deep cyclones beneath Gulf Stream meanders
(Hollister and McCave (1984), Gardner et al. (2017)) generating suffi-
cient bed-shear stress to erode and resuspend sediment. The area where
this seems very likely to have occurred is in the western North Atlantic,
south of Greenland (Woodgate and Fahrbach, 1999) but there are likely
to be others.

As well as the current speed and direction, the amount and nature of
the bedload are also important stressors. Bedload and suspended sedi-
ment transport may induce cable abrasion, suspension, burial and
exhumation. In sandy regions, stirring may result in cable burial, while
scour may expose cables to potentially hazardous boulder/rock sub-
strates. (e.g. Carter et al., 1991). Maps presented in Fig. 5 will likely still
underestimate the risk from abrasion: Low resolution bathymetry maps
might miss small-scale surface roughness like boulders where the mac-
rosurface is flat but sediment hasn’t been allowed to accumulate due
active hydrodynamics. In this case, the currents are the creator of the
abrasive surface, so naturally there might be areas of bare rock / coarse

Fig. 4. Typical damage from chafe experienced by different cable types experience in areas of high current. [A] prolonged abrasion of lightweight cable in deep
water leading to shunt fault. [B] Abrasion damaged experienced by a (now rarely used) rock armour cable. [C] focussed abrasion of semi-armoured cable (left),

leading to a chafe fault exposing the core and shunt fault (right).
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Table 1

Frequency of occurrence of abrasion risk factor coincident with chafe and suspension faults, compared with background population.
Abrasion risk (m®s~2) <0.25 0.25 0.5 0.75 1.0 1.5 2.0 2.5 3.0 3.5 > 4.0
Background population (%) 84.8 10.4 2.2 0.9 0.6 0.4 0.2 0.1 0.07 0.05 0.1
Chafe (%) 58.6 15.9 5.5 6.2 2.1 4.8 2.1 2.8 079 0 1.4
Suspension (%) 63.6 18.2 4.6 0 4.6 4.6 2.3 2.3 0 0 0

substrate associated with sites of fast-moving currents. For abrasion to
occur requires a combination of a hard substrate and strong currents.
Thus, very high-resolution mapping of the seabed is needed, for an ac-
curate risk assessment. Even where the abyssal seabed is composed of
more common oozes and muds, if two cables cross one another where
variable near-seabed currents exist, there is also a risk of mutual abra-
sion between the two.

3.3.2. Identifying regions exposed to greatest wave energy at seafloor

As seen section 3.2.3, subsea cables may also be vulnerable to the
impact of storm generated sea waves. Waves with long period and large
significant wave height are more energetic. Energy generated by sea
surface waves reaching the seabed has been observed as deep as 200 m
(Huthnance et al., 2002). By generating seabed stresses, these waves can
mobilise sediment that also has a linear component e.g. wind drift, tides.
As a result, the combined flow, exposes or buries cables, leading to
localised suspension, or generating abrasive seafloor currents (Allan,
2000). To map this risk factor, we calculate wave energy (Hs?/T/m)
divided by water depth (Fig. 6). The wave data used here are annual
mean significant wave heights and energy period over a 37 year hind-
cast. This gives an indication of how much wave energy reaches the
seabed globally. Shelf seas are most exposed to the greatest wave energy,
particularly the ‘ocean’ facing side rather than the enclosed seas. These

regions are where long-fetch waves that have grown over large areas of
ocean meet the coast. Long swells that cross ocean basins can become
decoupled from the location of the storm tracks themselves. This non-
local nature of waves means that a global approach is needed to clas-
sify the risk.

The dataset of wave exposure was interrogated in the same way as
current exposure in section 3.31, however, no clear relationship was
found between wave exposure and chafe or suspension faults. Combined
with section 3.2.3a, our analysis has not found any evidence to suggest
that sea-surface waves are a threat to subsea cables. In contrast to
continuous ocean currents, waves exert forces only during short period
events, which are not well represented in the mean climate. Nonetheless,
short-lived, periodic benthic storms are known to impact the seabed. E.
g. Gardner et al. (2017) find seabed disturbances generated by meso-
scale eddies, and fast-moving hurricanes or tropical storms. Therefore,
there is still some value in mapping areas where energy generated by
surface processes are more likely to reach the seabed.

The broad Northwest European shelf (Fig. 6B) features large areas
exposed to high relative wave energy. This region is by far the most
exposed, with shallow waters experiencing frequent strong mid-latitude
storms, whilst there is also a high density of cables. Seas around
Southeast Asia (Fig. 6C) have an interesting combination of geography,
with two different sets of risk factors. First, the steep narrow shelves
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around the Philippines where some hotpots of high wave energy reach
the coast. Second, a wider, more exposed area of shallow water in the
South China Sea which hosts many subsea cables. The Southern Ocean
(Fig. 6D) has persistently large wave energy; with stretches of uninter-
rupted ocean, waves can grow around the globe, setting-up a high wave
exposure even in deep waters (Snodgrass et al., 1966). Although there is
little subsea infrastructure of any type present in the Southern Ocean,
these large waves could affect stretches of offshore South Australia, and
connections between Australia and New Zealand, and may affect new
proposed systems to connect to Antarctica (e.g. Howe et al., 2022). In
the Caribbean Seas, and offshore East Coast USA (Fig. 6E), wave impacts
are constrained to the narrow shelf, where steep bathymetric relief al-
lows deep water waves close to the coast. So, although hurricanes track
across this entire region, the wave impacts experienced at the seabed are
limited, as most of the seabed lies below the depth that is exposed to
vigorous wave energy.

4. Discussion

4.1. Cascading hazards across a frequency-magnitude spectrum, and
challenges in cable fault attribution

The analysis of past instances of cable faults reveals that a wide range
of natural processes can pose a threat to subsea cables, spanning a broad
frequency-magnitude spectrum. These include some of the most extreme
events on Earth, such as the explosive eruption of Hunga volcano that
resulted in extensive damage to subsea cables (Clare et al., 2023), and
the powerful turbidity currents in the Congo Canyon that travelled
>1100 km (Talling et al., 2022a, 2022b). In the case of such extreme
events, the attribution of a cable fault is typically straightforward.
However, the precise mechanism(s) that caused the damage to the cable
may not necessarily be the initial event itself, but instead relate to
subsequent chains of events that cascade from that initial event. For
example, in the case of Hunga volcano, it was not the explosive eruption
itself that caused the cable damage. Instead, the damage was caused by
fast-moving seafloor density currents that were triggered when large
volumes of dense pyroclastic material collapsed into the ocean from the
eruption column. The major flood of the Congo River was also not the
ultimate cause of cable damage; instead, it was subsequent turbidity
currents that were triggered during spring tides that ran out along the
deep-sea canyon and broke cables.

At the other end of the spectrum are much lower magnitude events,
including sub-annually recurrent storms and almost continuous near-
bed currents that exert recurrent or sustained, but comparatively low-
level, impacts. Such low-level impacts are far more likely than
extreme hazards worldwide, occurring at many locales on a (quasi)
continuous basis. However, cable damage arising from low magnitude
sustained impacts may not readily be attributable to a specific event, as
it is due to cumulative abrasion that occurs over time. Our new analysis
of exposure to metocean hazards addresses this gap by attempting to
attribute more unknown faults to their (oceanographic) drivers, and
mapping areas of potential hazard exposure. As a result, we suggest that
a large proportion of cable faults that have not previously been attrib-
uted to a root cause (i.e. labelled as ‘Unknown’ in cable fault databases)
likely relate to such sustained or highly repetitive low-level abrasion.
Based on these case studies that span disparate scales and recurrences of
events, we conclude that it is rarely the initial event that is the direct
cause, and instead it is cascading hazards that ultimately explain most
instances of cable damage. The hazard cascades that are set in motion
may occur over relatively short time periods (e.g. minutes to hours), or
over even longer time periods. For example, the sediment fluxes deliv-
ered to the Congo Canyon head by a river flood in 2019/20 are thought
to explain the turbidity currents that continued to recur until 2023. This
is a theme that is increasingly becoming recognised for the impacts of
natural hazards on many other types of infrastructure and communities
(Gill and Malamud, 2016). The results from this study will help to fill the
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gap in some of the ‘unknowns’, and further data collection and studies
such as this are valuable.

4.2. Network resilience and hazard mitigation measures

Considering the lengths of cable currently installed on the seafloor
and how dynamic the deep ocean can be, the global subsea telecom-
munications network experiences remarkably few faults as a result of
natural processes (1.6 million km of cable, and 1473 faults potentially
attributable to natural hazards). In a large part this is because of suc-
cessful application of lessons learned from past instances of damage to
enhance resilience. Overall, the best practice for a resilient network is
through routing to avoid high-risk areas, as well as developing redun-
dancy through a diversity of routes (Carter, 2009). This requires detailed
assessment and mapping of the potential exposure to a range of natural
hazards, and designing any required maintenance schedules accord-
ingly. The exposure to a range of natural hazards is summarised in
Table 2 together with commentary on frequency and approximate pro-
portions of cable faults related to natural causes and, where possible,
recommended mitigation measures. Where extreme natural hazards are
unavoidable, the access to repair vessels, cable spares and access to
back-up means of communications (e.g. satellite or microwave systems)
will be the most critical. On a global scale such an assessment is
increasingly possible using datasets such as those outlined in this study
(Fig. 7).

The enhanced risks to cables laid across submarine canyons has been
known for decades, with reports of fast-moving, sediment-laden currents
responsible for cable breaks observed as early as 1899 (Carter et al.,
2014). While only 2.7 % of the total length of the global subsea tele-
communications cables lies across submarine canyons (Fig. 7A), such
locations account for a disproportionately higher number of faults due to
(a) the density of cables in regions such as Taiwan and Algeria and (b)
the hazards posed by turbidity currents, and so are avoided where
possible. Even submarine canyons that are not directly attached to river
systems or longshore sediment supplies can be extremely active sedi-
ment transport pathways, meaning they can often experience multiple
density driven flows of sediment down their lengths (e.g. Heijnen et al.,
2022). For example, in the Gaoping Canyon (offshore South-west
Taiwan) new systems have been routed in response to the heightened
threat to cables situated in canyons, following repeated instances of
cable damage. This stretch has now been routed into deeper water,
further from shore, where turbidity currents triggered by tropical cy-
clones decelerate to speeds that no longer damage cables (Carter et al.,
2014). A new cable was installed in deeper water, to completely avoid
the Congo Canyon and its deep-sea fan, which was the only system to
survive cable damage in 2023, providing some additional capacity when
the other cables were broken by turbidity currents.

Although the subsea telecommunications network is resilient on a
global scale, the case studies presented here highlight how cascades of
natural events can lead to widespread, and sometimes repeated, damage
that can affect multiple cable systems synchronously. Telecommunica-
tions resilience is enhanced by a diversity of routes and landing stations,
which reduce the likelihood that a single event will damage all con-
nections and allowing traffic to be rerouted through undamaged cables.
Such a situation may result in a reduction in bandwidth capacity
regionally, but allows almost all internet services to be maintained. The
diversity of routing is greater in places that have more cables, which
include regions such as the North Atlantic and North-west Europe,
related to their importance as centres for global finance and trade, their
large populations and GDPs. However, in regions with few connections,
or where cables are very closely spaced, a single natural hazard event
has the potential to effectively disconnect an entire nation from the
internet. Locations with the fewest connections tend also often those
that are most remote, many of which are Small Island Developing States
(SIDS). Many SIDS, are collocated with tectonic plate boundaries, this
geological setting makes them more vulnerable to high seismicity and
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Table 2
Risk register of potential natural hazards to subsea cables.

Hazard Impacts Frequency and Mitigation

exposure of cable
network to
natural causes

Volcanoes Multiple possible Very rare but Avoid volcanically
impacts, including: major events active and passive
i) Hot erupted located at or areas where possible.
material damages adjacent to Ensure diversity of
cable; ii) Fast- submerged cable routes and
moving density volcanoes. landing stations.
currents that enter Invest in low-level
the ocean can sever satellite
or bury cable; iii) communications as a
Volcanic activity back-up for remote
may trigger slope island and coastal
failure. iv) creation states in volcanically
of rough active regions.
topography v)
topographic
intensification of
local currents

Submarine Displacement or Largest landslides ~ Avoid areas that may

landslides burial of large areas  (>5 km3) tend to be prone to slope
of seafloor by be rare, but failure (and
sometimes fast- smaller (<1 km3) downslope of those
moving slope failure  failures can occur  areas) where
and resultant more frequently. possible.
sediment density
flows, leading to
cable damage due to
drag, abrasion or
excess burial.

Earthquakes Destabilisation of Moderate. Diversity of routes in
slopes and Focused on areas affected by high
generation of seismically active  seismicity.
turbidity currents regions. Impacts Avoid areas of high
that may directly greatest in areas sediment
impact cables. that also receive accumulation and

high sediment crossing of submarine
supply leading to canyons where

zones prone to possible. Otherwise
failure. accept risk.

Tsunami Highly elevated Generally rare. Sufficient burial and/

River floods

Storms and
wave action

shear stresses on
continental shelf
lead to abrasion and
chafe or exposure of
buried cables.
Inundation of shore-
based facilities.

River floods
discharge sediment
offshore, either
directly or
indirectly triggering
turbidity currents,
leading to dragging
or abrasion of cable
by fast-moving flow
that can travel
10s-1000s of kms
that may also result
in major seafloor
erosion.

Wave loading
leading to

More prone in
seismically active
regions
(earthquake-
triggered), but
can also be
triggered by
submarine
landslides and
volcanic activity
and travel across
entire oceans.

Common offshore
from rivers
(sometimes
multiple flows
per year),
particularly those
with high
particulate loads
and that
experience heavy
flooding

Multiple low-
level events that

or physical protection
of cables in areas
prone to tsunami
impact.

Design cable landing
stations to be
sufficiently elevated
and able to withstand
inundation.
Understand
compound hazards
under sea-level rise
Avoid crossing
submarine canyons
and areas at the
outflow of rivers.
Where canyon
crossing is necessary,
select deeper water
reaches that are
broader, low relief
and that avoid
knickpoints
(especially
immediately
upstream of such
features).

Burial of cable to a
depth below seafloor

14

Table 2 (continued)

Earth-Science Reviews 259 (2024) 104972

Hazard Impacts Frequency and Mitigation
exposure of cable
network to
natural causes
liquefaction or occur seasonally that cannot be
mobilisation of which can mobilised by the
seafloor sediments, occasionally be wave base or use
abrasion and fatigue ~ damaging. physical protection
on cable. where cable cannot
Inundation of shore- be buried.
based cable
facilities.
Seafloor Strumming of cable Continuous/ Burial of cable
currents by direct interaction  sustained /physical protection.

with current,
leading to abrasion

exposure to ‘slow’
ocean currents

Rerouting to avoid
hotspots of well-

and chafe, and fast / mapped current
particularly on reversing tidal action.
irregular/rocky currents

seafloor.

Exposure of buried
cable due to
reworking of
sediments by
currents.

volcanic eruptions, while also exposed to marine and meteorological
hazards. Furthermore, the low-lying topography and remote location of
many such islands places them at heightened risk of the impacts of
climate change, including sea-level rise, and tropical storm intensity and
frequency (e.g. Meheux and Parker, 2006; Forbes et al., 2013; Nunn and
Kumar, 2018; Scandurra et al., 2018). Thus, many of the world’s least
resilient communities are located in the regions where natural processes
are most likely to damage subsea telecommunications cables. These
remote communities are also often more reliant than other regions on
internet connectivity because they are distant from centralised services
such as education and medicine (Burnett and Carter, 2017). Thus,
internet outages, particularly those that last for prolonged periods, can
severely disrupt not only business and financial transactions, but almost
every aspect of daily life. Oceania is particularly vulnerable (Fig. 1),
with fewer connections and lower bandwidth (and some communities
dependant on a single connection), yet this region is also dispropor-
tionately affected by natural hazards, with high concentrations of seis-
micity, volcanic activity, storms and waves (Fig. 7). Oceania is also
likely to be more severely impacted by climate change, increasing the
potential severity of many of these events.

In many cases, diversifying route options for SIDS is challenging
because it is hard to build a business case to support multiple routes
without the bandwidth demand due to low relative population densities
(Kaul et al. (2024). In designing new routes to connect previously un-
connected SIDS, it may also be impossible to totally avoid marine geo-
hazards, for example, many remote islands are themselves active
volcanic centres, and therefore there is no way to avoid volcanic haz-
ards. Therefore, in such settings better access to cable repair vessels is
needed, as is holding sufficient stocks of spare cable for repairs. These
contingency measures should be combined with improved low-level
satellite coverage and other back-up measures, as appropriate, to in-
crease resilience, in addition to ensuring there are geographically
diverse cable routes and landing station options. Any new system should
have as much onward connectivity as possible for commercial reasons,
so ideally it lands close to other cables which connect to places outside
the scope of the new system. This enhances overall network resilience as
traffic can easily be switched, but does encourage a single point of
failure for that landing/country.

There are other challenges for subsea telecommunications network
resilience. It is hard to design a network resilient to previously unex-
perienced hazards, for example very rare but high magnitude events
such as the 2022 eruption of Hunga volcano. High magnitude events
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tend to generate extreme seafloor changes, in this case long runout,
dense, high-velocity submarine flows (Clare et al., 2023; Seabrook et al.,
2023). However, their scale means that to avoid such seabed flows
would likely require substantial investment, whilst their frequency (e.g.
~1:100 s-1000s of years) compared to the design life of a subsea tele-
communications cable (~25 years), coupled with a lack of monitoring to
forecast future events, means that it is unlikely to make financial sense to
attempt to route to avoid similar events. Again, contingency in the form
of access to repair vessels, availability of spare cable and satellite
coverage is more viable than route design or diversity, although
improved seafloor monitoring and mapping could aid in identifying
regions that are more likely to experience major events, and therefore
where there may be a financial case for rerouting.

The development of new routes, where there is no prior cable routing
experience, also presents a challenge for identifying natural hazard-
related threats to subsea cables. For example, new cable routes
crossing into high latitudes are being developed to meet new network
requirements, and because these regions are increasingly accessible as a
result of anthropogenic climate change. There is an increased risk of ice-
related cable damage to such high latitude cables. These high latitude
regions are often more poorly mapped than in lower latitudes, so that
the distribution and frequency of hazards are less well known. Improved
and repeated seafloor mapping in these regions, in particular using
vessel mounted multibeam systems, would enable better cable routing
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and a fuller understanding of the diversity and frequency of hazards that
may occur.

4.3. Addressing research gaps

Industry-based databases that record the timing and location of in-
stances where a cable has been damaged and/or required repair are
extremely valuable; however, such databases provide only binary in-
formation. Where a natural hazard event causes instantaneous damage,
attribution is straightforward. But this database will miss two other
more nuanced situations; where external events occurred but were not
sufficient to cause a fault; and also those that do not instantaneously
result in damage, but may do so cumulatively over time. There remain
instances where multiple cables have experienced the same event, but
some cables survived intact, whilst other cables were damaged. Exam-
ples include the 2020 Congo Canyon turbidity currents where one cable
remained unaffected, while all other cable systems were broken (Talling
et al., 2022a, 2022b), and following the 2006 Pingtung earthquake
where several cables that crossed the Gaoping Canyon remained un-
damaged, while others were cut (Carter et al., 2012; Gavey et al., 2017).
The reasons why some cables may survive remain unclear, largely due to
a lack of sufficiently detailed contextual data: In some cases (especially
historically) the database may not be complete where the cables are
maintained by different companies or zone agreements. It is
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hypothesised that in these cases, local topography and patchy seabed
erosion by turbidity currents may provide an explanation (Pope et al.,
2022; Talling et al., 2022a, 2022b). Flows may have slowed down where
they were steered or protected by topography, or due to the interaction
of the flow with the seabed that locally eroded deep scours downstream
of steep steps in the canyon profile (called knickpoints) that migrated
upstream (Heijnen et al., 2020; Pope et al., 2022), potentially leaving
some cables exposed or even suspended above the canyon axis. Other-
wise, the effects of burial by sediment carried by earlier non-damaging
flows may have shielded cables from the subsequent more powerful
flow. These are examples of cascading hazards where it is not immedi-
ately apparent why some cables survived and others broke, underlining
a need for gathering and sharing of more contextual data (e.g. Carter
et al., 2014; Gavey et al., 2017).

4.3.1. Gaps in our understanding of hazard predictability and forecasting

There are limits on the predictability and forecasting of different
categories of natural hazards, which inform the research gaps. Fig. 8
presents a schematic illustration of the spectrum of cascading hazards
scenarios that create cable damage, and a summary risk register of the
consequences and likelihood of each natural hazard. We now discuss
these different hazards, that include geological, hydrological, meteoro-
logical, and oceanographic aspects.

Geological hazards originate from events such as earthquakes,
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volcanic eruptions, submarine landslides, and tsunamis, which may be
independent or dependent on each other. Such events are currently
largely unpredictable and in many cases are unavoidable. In such cases,
the most appropriate mitigation methods may be detailed seafloor
mapping and route characterisation to identify optimal routes, and
monitoring of hazards, or the drivers of those hazards, that may enable
early warning. The frequency of earthquakes, tsunamis, and volcanic
eruptions is unlikely to change rapidly in the near-future as they occur
independently of climate change; however, submarine landslides and
associated turbidity currents may be affected by changes in sea level,
temperature and sediment fluxes that are modulated and may lag behind
climate change.

Hydrological hazards include events such as river floods and the
subsequent turbidity currents that they can generate, but may also
include delivery of sediment offshore to trigger landslides (Pope et al.,
2017b). Inland monitoring of river discharge, and observations of
seabed change can improve mapping of risk and may permit offshore
predictions in some specific settings (e.g. Bailey et al., 2023). Such
events may increase in frequency in the future, due to more intense
rainfall events driven by climate change in addition to the implications
of human changes to river catchments that can exacerbate flooding and
sediment runoff events (Frich et al., 2002; Trenberth, 2011; Nienhuis
et al., 2020; Talling et al., 2022a, 2022b). Higher resolution meteoro-
logical models, and climate downscaling can also improve predictability
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Fig. 8. [upper panel] Schematic illustration of different cascading hazards scenarios that create cable damage (shown as yellow stars) can arise in different settings, including:
A) sequences of events resulting from tropical cyclones such as seen offshore south-west Taiwan, where cable damage can be delayed by days to weeks after the passage of a
storm (Carter et al., 2014); B) earthquake-related damage that results from cascades of mass movements that are triggered by the ground shaking, which can occur hundreds of
kilometres away from the earthquake epicentre (e.g. Boxing Day 2004 earthquake in the Andaman Sea and 2011 Tohoku-Oki quake in Japan (Pope et al., 2017a, 2017b); C)
Progressive exposure and abrasion of previously-buried cable by sustained near bed currents or (as shown) sequential elevations in near-bed shear stresses resulting from
repeated storms); D) Volcanic eruptions may damage cables directly by the eruption, by pyroclastic density currents which may damage landing stations and shallow
infrastructure, or by the entry of volcanic material into the marine environment as submarine density flows. This is not intended as a comprehensive overview; simply to
highlight some of the complex hazards cascades that can exist in different settings. [lower panel] Risk register coloured by the severity of the consequence; minor (green), major
(amber), or extreme (red) and likelihood; rare (green), moderate (amber), and common (red).
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of high intensity rainfall events (e.g. Schmidli et al., 2006).

Meteorological hazards driven directly by atmospheric processes and
weather phenomena (hurricanes, tornadoes, mid-latitude cyclones and
typhoons) can generate large sea-waves. These storms are sporadic, but
predictable in both timing, track, and intensity (e.g. Roy and
Kovordanyi, 2012). The latest generation of climate models has
improved representation of storms, and downscaling with parametric
models can also improve the predictability of hurricane impacts. Tools
are available to translate surface wave energy to a physical seabed stress
(e.g. Aldridge et al., 2015), and we can map the exposure of seabed to
wave energy. Better climate prediction can also quantify the changing
storm tracks, and strength and frequency of extreme events in the
context of the climate crisis.

With regards to oceanographic hazards, exposure to seafloor stress
from the majority of seafloor currents is regular and highly predictable,
be it via slow deep ocean currents, or fast reversing shelf-sea tides.
However periodic benthic storms may generate fast (>0.2 m/s) #cur-
rents for a few days causing erosion and potential cable movement fol-
lowed by a return to the prevailing slow deep ocean current. In-situ
monitoring is available at some locations, but numerical models may be
the only available data source across much of the (deep) ocean. High-
resolution modelling data can be of great value in robustly guiding
future route assessments. With accurate seabed maps, the simulated
currents are only as good as permitted by numerical model resolution
(Mayer et al., 2018). Canyon features will not be resolved at a spatial
scale of global hydrodynamic model resolution (the order 10 km).
Regional models with resolution of the order 10s-100s m are required to
accurately capture the complex and sharp seabed shape and associated
currents. Numerical models can also have poor-performance around
steep topography due to insufficient vertical resolution. This is a clear
area for future work, with increased model capability we will be better
able to deliver higher-resolution maps, to calculate (and mitigate
against) the risk to cables from fast seabed current and interactions with
bottom topography.

It is important to recognise that this mapping of exposure to seabed
currents and waves is a relative, rather than absolute, assessment on a
global scale. An absolute measure of seabed stress is not meaningful to
calculate globally, as this depends on the sediment type, or object that is
experiencing the force. As well as the deep ocean currents, large tidal
currents dominate some shelf seas, and in shallow water. Fast, oscil-
lating tidal flow can cause large stresses at the seabed (e.g. Aldridge
et al., 2015). Both the current speed and angle of incidence are impor-
tant, as currents acting across currents will exert more force. A typical
double armoured cable will be moved by a current velocity in excess of
0.5 m/s when acting at 90 degrees to the axis of the cable (Griffiths and
Lucas, 2021). Regular tidal currents experienced in shelf seas (e.g.
around North-west Europe) can regularly exceed this value, reaching
speeds of over 1.5 m/s during a typical month (Byrne et al., 2023) in
areas of shallow water. There is also a risk from strong tidal currents
moving around headlands and through straits. Cables are often laid
across these straits, as these narrow areas represent the shortest route
and thus are the most exposed.

As a result of ongoing human-driven climate change, there is an in-
crease in frequency and severity of intense tropical cyclones on a global
basis (Emanuel, 2021). Furthermore, the shifting positions of future
storm tracks will also alter the locations at risk from seabed disturbance
by storm waves. Changing wave climate will also combine with sea-level
rise (which increases water depth in an uneven way across the globe). At
first order, deeper water will uncouple the energetic surface waves from
the seabed, reducing the risk. However, deeper water also allows long
waves to travel further unchecked, which will alter the geographic areas
at risk from these waves. Rising sea-levels may also inundate parts of the
coast, and alter the water depths in which the cables are laid. In addi-
tion, sea-level rise can also alter the movement of the tides (e.g. Pick-
ering et al. (2012), thereby changing the position and strength of seabed
currents. For more on how climate change may potentially affect seabed
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cables in the future see Clare et al. (2023).

4.3.2. Gaps in our understanding of seafloor variability in time and space

Detailed multibeam bathymetric surveys provide enhanced under-
standing of local-scale seafloor relief, which can identify previously
uncharacterised hazardous terrain. For example, outcropping bedrock
or corals that may enhance the potential for abrasion, and bedforms that
provide an indication of past (and potentially ongoing) flow behaviour
and pathways, which may be indicative of seafloor hazards. Repeat
seafloor surveys, coupled with direct monitoring, can provide further
insights into the nature of seafloor processes as has been clearly
demonstrated offshore Tonga and in the Congo Canyon (Seabrook et al.,
2023; Pope et al., 2022). The availability of sufficiently high-resolution
bathymetric data is a key ingredient in more robustly diagnosing cable
faults and in informing future route assessments. There is a compelling
need to gather higher resolution bathymetry data, as well as funda-
mentally filling in gaps where no detailed data exist at all. Only one
quarter of the seabed has been mapped globally to date (gebco.net), with
global data compiled in the General Bathymetric Chart of the Oceans
(GEBCO; Weatherall et al., 2015). There is ongoing effort to meet this
need through projects such as Seabed 2030 (Mayer et al., 2018).

5. Conclusions

The subsea cable industry goes to great lengths to ensure the resil-
ience of the network and reduce the occurrence of faults. Aside from
human activities (especially fishing and shipping), the remaining threat
to network resilience primarily comes from natural hazards. Across the
global ocean, subsea cables are exposed to every category of natural
hazard. While extreme geological events are rare, they can cause cata-
strophic, and widespread damage to cables. More (apparently benign)
hydrological and oceanographic processes, can still threaten the
network, but crucially are more predictable and better understood.
Through attribution of historical cable faults to environmental pro-
cesses, we can present a more complete picture of the risk posed by
natural hazards. Our understanding of these oceanographic risk factors
can help identify highly exposed and vulnerable areas in order to
continue future-proofing the globally-critical telecommunications
infrastructure against the impacts of natural hazards and the creeping
effects of ongoing climate change.
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